AKAJJEMISA ITPAIIL, COIIAJIBHUX BIJHOCHUH I TYPU3MY
daKy/bTeT eKOHOMIKH, COLlia/IbHUX TEXHOJIOTIN Ta TYPU3MY
Kadegpa iHTeneKkTyaJbHUX CUCTEM Ta [IU(MPOBUX TeXHOJIOTIN
CUJIABYC
BK24 AamiHicTpyBaHHS 3aXHIIEHHX MepPe)XeBUX CepBiciB: jlabopaTopHuii
NMPaKTHKYM
OIIIT «ITpodeciiiHa ocBiTa. YmpaB/iHHs iHhopMaLliliHOO Oe3MeKor0»
Marictp * A5 Ilpodecitina ocsita (3a crierianizarismu) * A OcsiTa

HenHa Ta 3aouHa (popmu HaBuaHHS * KuiB 2026

IToka3HUK 3micT
Cratyc i obcsir Bubipkoswuii komrioHeHT; 3 EKTC; 90 rogux
CemecTp i 1-3 3a iHAMBIAYa/IbHUM [J1aHOM; 3asliK
KOHTPOJTb
Buknazaui abo Kpachik AHzpii AHaTO/TIMOBUY
KepiBHUKU
MenHa dbopma JI 10; J16 30; CP 50
3aouHa ¢opMa J16;J16 12; CP 72

Merta Ta nepeaymMoBH

Po3roprati # CyIIpPOBO/KYBaTH 3aXWIlleHi MepeXXeBi CIy>KOM OCBiTHBOTO
cepefoBULIIA.

[TepegymoBu. 6a30Ba 1udpoBa rpaMOTHICTD i MiATOTOBKA IMOTIEPeJHBOTO PiBHS
ocBitu. [Ipodinbhi noustTss OK7—OK8 onpaliboBYIOTECS /10 BiANOBiAHOrO 3aB/aHHS
abo TigTBEPIKYIOThCS BXiZHOIO MAiarHOCTUKORO. IHI BHOIPKOBI AUCIUIUTIHU He
BCTaHOBJTIOIOTHCSI 000B’A3KOBOIO YMOBOIO IOCTYITY.

MoBa Buk/afiaHHl — YyKpaiHCbkKa. KOHTakTHM BHK/aJauiB, KajeHJap 3aHATH i
rpaik KOHCy/IbTallili MOBiAOM/ISIFOTHCS Tepe/] TOUaTKOM HaBUaHHS.



TemMaTHUHNM IVIaH | HABAHTAKEeHHS

Ne HapuanbHa TeMa JenHa | 3aouHa | Ycboro
1 | CepBicu 1 3a71€XXHOCTI 2/5/8 1/2/12 15
2 |DNS i DHCP 2/5/8 1/2/12 15
3 | 3axuileHe BijganeHe KepyBaHHS 2/5/8 1/2/12 15
4 | CeptudikaTy i KOH}irypariii 2/5/8 1/2/12 15
5 | Pe3epByBaHHA Ta MOHITOPUHT 1/5/9 1/2/12 15
6 |MeToAuUHMUM CYyNPOBiJ 1/5/9 1/2/12 15
Pasom 10/30/50 |6/12/72 |90

Copunu y cToBmsx «/leHHa» i «3a0uHa» HaBeseHO B nopsiaky JI / JI6 / CP.

JT — nexuii; [T — npaktuuHi 3anatTsi; JI6 — naboparopHi; C — ceMiHapChKi;
CP — camocriiiHa poboTa. ¥ cboro — rOAMHU TeMU /151 KO>KHOT (hopMH OKpeMo.

KoMneTeHTHOCTI Ta pe3y/ibTaTH HaBYaHHSA
KowmrerenTHoCTi 3a riporpamoro: 3K2, CK3, CK10, CK11.

BubipkoBUii KOMIIOHEHT TOT/IHO/I0€ 3a3HaveHi pe3ysbTatul OIIII. Moro BubGip
He 3aMiHIO€e 3abe3mneueHHsI 0O0B’SI3KOBUX Pe3y/bTaTiB 000B’13KOBUMH KOMITOHEHTaMHU.

PH2. EdekTHBHO BUKOPMCTOBYBaTM CydacHi I[M(pOBi iHCTPyMeHTH,
indopmariitini TexHosorii Ta pecypcu y mpodeciiHil, iHHOBaLiMHIN Ta/abo
JOC/Ti THULBKIN JislTTIBHOCTI.

PH13. IgmentudikyBati Ta kaacudikyBaTd iH(poOpMmalliliHi akTHBU LUM(POBOIo
OCBITHBOTO cepefioBUIlja, OyAyBaTM MOZe/Ib 3arpo3, OL[iHIOBAaTA pU3UKU U
oOIPyYHTOBYBaTH I/IaH X 00po0/IeHHs 3 BU3HAUEHHSIM BiZITIOBija/lbHUX 0Ci0, pecypciB i
TI0Ka3HUKIB pe3y/IbTaTUBHOCTI.

PH14. Po3po0siaTu MOMTUKY Ta TipolieAypHy iHdopmailitiHoi 6e3meku 0CBiTHbOI
oprasisaiiii, BM3HauaTH TIpaBW/Ia [JOCTyIy, oOpobsieHHS i 3aXWCTy Te€PCOHATbLHUX
JlaHUX, pe3epBHOr0 KOIiOBaHHS Ta KOHTPOJIIO BUKOHAHHS BCTAHOBJIEHUX BUMOT.

BumMmipioBaHi pe3y/ibTaTH AUCIUATLTIHH

P/11. Orcatu 06’€KT i BUXiJHi ZjaHi, BU3HAUWTH IT[OHaliMeHIlle TPU KpUTepii
AKOCTI pillieHHsI Ta OOIPYHTYBATH iX OCBIiTHIO ZIOL/IbHICTb.

P/12. BukKOHaTH 1UICTb TeMaTUYHUX 3aBJaHb, T[OJATU pe3yJbTaTU Ta
BiJITBOPIOBAHI /J0Ka3y BUKOHAHHS 3a 3aB/JaHHSIMU 1100 crabyca.

P/13. IlepeBipuTH pillleHHS 3a BU3SHAUEHUMU KPUTepisMH; 3ICTABUTH OUiKyBaHi
Ta (DaKTUUHI pe3y/bTaTH IOHalMeHIIIe BOX MepPeBipOK i MOSICHUTH 00Me)KeHHSI.

P[14. InuterpyBaTy pe3ynbTaTh y NPUKIAJHAWA TPOAYKT, IIPEACTaBUTH WOro
OCBiTHE 3aCTOCYBaHHS 1 3aXUCTUTU OCOOUCTHUI BHECOK.
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HaBua/ibHi 3aB/IaHHA Ta MiICYMKOBHH MPOAYKT
[TincymkoBur mnpoaykrt. IlacmopTt cepBiciB, KOH(irypauii, >XypHaa 3MiH i
perjiaMeHT BiJHOBJ/IEHHS

1. CknacTu nacriopT ABOX Mepe)KeBUX CepBIiCiB.

2. Po3ropHYyTH Ta TepeBipUTy Cykbu Ha i30/1bOBAaHOMY CTeH/I|.
3. HanamtyBaTtu moro/i>keHUM 3axuiljeHui JOCTYT [0 CEPBICY.
4. TliaroTyBaTh KOHTPOJIBHUM CIUCOK KOH(Qirypariii.

5. BigHoBUTH CepBicC i3 HaBYa/IbHOI pe3epBHOI KOITil.

6. 3aXUCTUTH perjiaMeHT CyPOBOAY ¥ HaBUa/IbHUM KeKC.

Matepiamu noptdomio abo 3BiTy MiCTATh BHUXiAHI yMOBHM, BWKOHaHi [ii,
TepeBipKy pe3yJibTaTy, BUCHOBKMA Ta MOCH/IaHHS. 3aBIaHHS BUKOHYIOTHCS B MerKax
yCTaHOBJIEHUX TOJWH; TIATOTOBKA [0 KOHTPO/JIO He [J0Ja€ThCs TIOHAZ, obcsr
KOMITIOHEeHTa.

3aouyHa Qopma: TIOmepeAHs IMiAITOTOBKA M  OMpaljfOBaHHsA MaTepiamniB
BiJOyBalOTbCSI CaMOCTIMHO; Ha 3aHATTSAX BUK/Ia/au TIOSCHIOE METO[l, AEeMOHCTPYE
K/IFOUOBi [1if, TepeBips€ BHUKOHAHHSA Ta HaJa€ 3BOPOTHUM 3B’S130K. [lifCyMKOBI
pe3yJ/ibTaTy 1 KpUTepil BiJ[NOBigat0Th JeHHil dhopmi.

KoHTpoJib i KpuTepii o1jiHIOBaHHS

CkiapoBa KinbKiCcTh | MaKCMMyM Pazom
TemaTuuHi IPOAYKTH 6 x 8 b6aniB 48
MoaynbHi nepeBipku M1 i M2 2 X 6 OartiB 12
[HaVBiAYyanbHUN NPUK/IAHUM TIPOEKT 1 x 25 GariB 25
[TpesacTaB/ieHHs i 3aXUCT 1 x 15 6aniB 15
3arasom 100
TemaTnuHuii mpoAyKT — 8 OasiB: BUKOHAaHHS BUMOT 2, KOPEKTHICTb 3,

repeBipka M aprymeHTauis 2, nokymeHTauis 1. KoxkHa Mofy/nbHa repeBipKa MiCTUTb
IIiCThb 3aB/aHb 110 1 Gany.

[MpuknagHuii MpoekT — 25 GaiiB: aHasi3 5, AKicTh pileHHs 8, mepeBipka 5,
refiaroriydHe 3acTOCYBaHHS 4, eTUYHICTb i AOKyMeHTyBaHHs 3. 3axuct — 15 0OariiB:
JeMOHCTpALlis, OOTpyHTyBaHHS, BiAMOBifi 1 ocobrcTHii BHECOK — 110 5 OartiB.

KoxxHul KpuTepiv: MOBHe KOpeKTHe BWKOHaHHd — 100 % makcumymy;
HeiCcTOTHI HeZoJliKu — 75 %; icToTHi iporamuau — 50 %; (pparmeHTapHU pe3y/ibTaT
— 25 %; BigcyTHii pe3ysibTaT — 0. [Ipomi>kHi 6anmu CympoBOKYIOThCS TTOSICHEHHSIM.

[Mkana: 90-100 — A; 80-89 — B; 70-79 — C; 60—69 — D; 50-59 — E; 35-49
— FX; 0-34 — F. 3anik: 50-100 — 3apaxoBano. Kpurepii ogHakoBi Ayt 060x popm
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HaBUaHHS; Tepe/l MOYaTKOM KOMIIOHEHTA OMNPWIKOJHIOIOTh 3aTBEPIKEHHUU MOPSA0K
OL[IHIOBAHHSI.

Opramni3anisi HABUaHHS Ta /pKepesia

HaBuaHHS MO€AHYE TIOSICHEHHS, aHa/i3 KeMciB, ITpakTU4Hi abo jabopaTopHi [ii
BIJITIOBIJHO [0 TUIaHy, TIPOEKTYBAHHS, KOHCYJIbTallil, B3a€EMHe peL|eH3yBaHHS Ta
pediiekcito.

CTpoku TofilaHHsi pobiT i KOHCy/bTalii BU3HAya€ KajeHJap KOMIIOHEeHTa.
[IponyieHe 3aBAaHHA BiAIPaLbOBYETbCS PiBHOL[IHHUM MPOAYKTOM. AJIbTePHAaTUBHI
dopmat ¥ OOIpyHTOBaHi ajamTaifii MarOTb JO3BOJSATH TI€PEBIpKYy THX CaMHUX
pe3ynbTaTiB. 3100yBau OTPUMYE TTOSICHEHHSI OI[iHKM Ta MOJKe 3BEPHYTHCS MO0 i
Trieper/isifly 3a JIOKaJIlbHUMHU IpoLieaypamMu Akazemii.

Po60TM BUKOHYIOTBCS CaMOCTiHO, 3 TIOCWJIaHHAMU Ha JpKepejia Ta
MiJTBEPI)KEHHSIM  0CcoOMCTOro BHecKy. BukopucrtanHs reHepaTuBHoro 11
JIeKJIapY€EThCS; pe3yJibTaTU TMepPeBIpAITHCA aBTOPOM. [l HaBUa/llbHUX I1epeBipOK
BUKOPHCTOBYIOTBLCS TTOTO/KEHI TeCTOBi 00’ €KTH ¥ Mo/le/TbHi JaHi.

PecypcHe 3a0e3meueHHA

[30/1b0OBaHi BipTyanbHi MaImHu, MepeskeBi cy»k0u Linux/Windows.

PekomeH/ioBaHi Jxepesa

1. Canonical. Ubuntu Server Documentation. Security. OdinitiHa oKyMeHTaLlisl.
https://documentation.ubuntu.com/server/

2. Microsoft. Windows Security Documentation. OdiriiiiHa [JoKymeHTaIfisl.
https://learn.microsoft.com/en-us/windows/security/

3. RFC Editor. Transport Layer Security. Crienikariii Ta akTyaJbHUNA CTaTyC
JNOKYMEHTIB ciMencTBa TLS.
https://www.rfc-editor.org/info/rfc8446/

4. NIST. The NIST Cybersecurity Framework (CSF) 2.0. NIST CSWP 29, 2024.
DOI: 10.6028/NIST.CSWP.29.
https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

Hokyment  OIINIl Ta  uyMHHI  JIOK&IbHI  MOJMOXKeHHA  AxajeMii:
https://www.socosvita.kiev.ua/documents. HaBuasibHi Marepianu ¥ KOHCy/bTallii —
yepe3 Noro/keHn Kanasn Kypcy Moodle: https://moodle.socosvita.kiev.ua.
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