AKAJJEMISA ITPAIIL, COIIAJIBHUX BIJHOCHUH I TYPU3MY
daKy/bTeT eKOHOMIKH, COLlia/IbHUX TEXHOJIOTIN Ta TYPU3MY
Kadegpa iHTeneKkTyaJbHUX CUCTEM Ta [IU(MPOBUX TeXHOJIOTIN
CUJIABYC
BK25 AHaJtiz MepexxeBoro Tpaiky Ta BUAB/IEHHS 3arpo3: JiladopaTopHUi
NMPaKTHKYM
OIIIT «ITpodeciiiHa ocBiTa. YmpaB/iHHs iHhopMaLliliHOO Oe3MeKor0»
Marictp * A5 Ilpodecitina ocsita (3a crierianizarismu) * A OcsiTa

HenHa Ta 3aouHa (popmu HaBuaHHS * KuiB 2026

IToka3HUK 3micT
Cratyc i obcsir Bubipkoswuii komrioHeHT; 3 EKTC; 90 rogux
CemecTp i 1-3 3a iHAMBIAYa/IbHUM [J1aHOM; 3asliK
KOHTPOJTb
Buknazaui abo Kpachik AHzpii AHaTO/TIMOBUY
KepiBHUKU
MenHa dbopma JI 10; J16 30; CP 50
3aouHa ¢opMa J16;J16 12; CP 72

Merta Ta nepeaymMoBH

[HTepripeTyBaTM  HaBUa/bHUN  MepexeBUW  Tpadik 1  JOKyMeHTyBaTU
OOIPYHTOBaHI 03HaKH 3arpo3.

[TepegymoBu. 6a30Ba 1udpoBa rpaMOTHICTD i MiATOTOBKA IMOTIEPeJHBOTO PiBHS
ocBitu. [Ipodinbhi noustTss OK7—OK8 onpaliboBYIOTECS /10 BiANOBiAHOrO 3aB/aHHS
abo TigTBEPIKYIOThCS BXiZHOIO MAiarHOCTUKORO. IHI BHOIPKOBI AUCIUIUTIHU He
BCTaHOBJTIOIOTHCSI 000B’A3KOBOIO YMOBOIO IOCTYITY.

MoBa Buk/afiaHHl — YyKpaiHCbkKa. KOHTakTHM BHK/aJauiB, KajeHJap 3aHATH i
rpaik KOHCy/IbTallili MOBiAOM/ISIFOTHCS Tepe/] TOUaTKOM HaBUaHHS.



TemMaTHUHNM IVIaH | HABAHTAKEeHHS

Ne HapuanbHa TeMa JenHa | 3aouHa | Ycboro
1 | I>xepesia MepeKeBUX JaHUX 2/5/8 1/2/12 15
2 | ®inbTpyBaHHSA IMPOTOKOJIIB 2/5/8 1/2/12 15
3 | AHasti3 ceaHCiB 2/5/8 1/2/12 15
4 | ba3oga JiiHig ¥ aHOMail 2/5/8 1/2/12 15
5 |IlepeBipka 03HaK 3arpos 1/5/9 1/2/12 15
6 | AHa/ITUUHWN HaBYaIbHUN KeMC 1/5/9 1/2/12 15
Pasom 10/30/50 |6/12/72 |90

Copunu y cToBmsx «/leHHa» i «3a0uHa» HaBeseHO B nopsiaky JI / JI6 / CP.

JT — nexuii; [T — npaktuuHi 3anatTsi; JI6 — naboparopHi; C — ceMiHapChKi;
CP — camocriiiHa poboTa. ¥ cboro — rOAMHU TeMU /151 KO>KHOT (hopMH OKpeMo.

KoMneTeHTHOCTI Ta pe3y/ibTaTH HaBYaHHSA
KowmretenTHOCTI 3a riporpamoro: 3K2, CK10, CK12, CK13.

BubipkoBUii KOMIIOHEHT TOT/IHO/I0€ 3a3HaveHi pe3ysbTatul OIIII. Moro BubGip
He 3aMiHIO€e 3abe3mneueHHsI 0O0B’SI3KOBUX Pe3y/bTaTiB 000B’13KOBUMH KOMITOHEHTaMHU.

PH8. 3xiticHioBaTH y HayKOBili Ta ripodeciiiHiii miTeparypi, 6a3ax gaHux, iHITIMX
/bKepesiax TOIIYK HeoOXigHoi iHdopmariii 3 npodeciiiHoi OCBiTH i JOTHYHHMX IMUTaHb,
CcUCTeMaTH3yBaTH, aHasli3yBaTH Ta OLIiHIOBATH BiANOBiAHY iH(hoOpMaliito.

PH13. IgmentudikyBati Ta kaacudikyBaTd iH(poOpMmalliliHi akTHBU LUM(POBOIo
OCBITHBOTO cepefioBUIlja, OyAyBaTM MOZe/Ib 3arpo3, OL[iHIOBAaTA pU3UKU U
oOIPyYHTOBYBaTH I/IaH X 00po0/IeHHs 3 BU3HAUEHHSIM BiZITIOBija/lbHUX 0Ci0, pecypciB i
TI0Ka3HUKIB pe3y/IbTaTUBHOCTI.

PH15. AmnamisyBaTty [aHi TIpo KiOepiHIIMAEHTH, AOKYMEHTYBaTH BHCHOBKH,
BU3HAUaTHA TIpiOpUTETH pearyBaHHA Ta IUIAaH BiJHOB/eHHsS LMGPOBUX OCBITHIX
CepBiciB, o1jiHIOBaTH 00MeXeHHSs ¥ TIOXUOKH iHCTPYMEHTIB IITYUYHOTO iHTeJIeKTY.

BumMmipioBaHi pe3y/ibTaTH AUCIUATLTIHH

P/11. Orcatu 06’€KT i BUXiJHi ZjaHi, BU3HAUWTH IT[OHaliMeHIlle TPU KpUTepii
AKOCTI pillieHHsI Ta OOIPYHTYBATH iX OCBIiTHIO ZIOL/IbHICTb.

P/12. BukKOHaTH 1UICTb TeMaTUYHUX 3aBJaHb, T[OJATU pe3yJbTaTU Ta
BiJITBOPIOBAHI /J0Ka3y BUKOHAHHS 3a 3aB/JaHHSIMU 1100 crabyca.

P/13. IlepeBipuTH pillleHHS 3a BU3SHAUEHUMU KPUTepisMH; 3ICTABUTH OUiKyBaHi
Ta (DaKTUUHI pe3y/bTaTH IOHalMeHIIIe BOX MepPeBipOK i MOSICHUTH 00Me)KeHHSI.

P[14. InuterpyBaTy pe3ynbTaTh y NPUKIAJHAWA TPOAYKT, IIPEACTaBUTH WOro
OCBiTHE 3aCTOCYBaHHS 1 3aXUCTUTU OCOOUCTHUI BHECOK.
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HaBua/ibHi 3aB/IaHHA Ta MiICYMKOBHH MPOAYKT

[TincymkoBuii TpPOAYKT. AHOTOBaHMU Habip Tpac i aHaMITUUHUM 3BiT TIPO
HaBYa/IbHY Mepexy

1. Omucarty nacropT HaBuaJbHOTO HaboOpy Tpac.

2. Buziiiuty 3a/jaHi IPOTOKO/IM ¥ MOSICHUTH (Di/IbTPH.

3. BifHOBUTH MOC/IIJOBHICTh HABUA/ILHOT'O CEaHCy.

4. IopiBHsTH ABa HAbopU TpadiKy 3a 0JHAKOBUMU MMOKa3HUKaMHU.
5. [lepeBipUTH TPU MO/IeJIbHI iHAUKATOPMU.

6. 3aXUCTUTH aHATITUYHUM 3BIT i 3aBAaHHS /15 3400yBauiB.

Matepiamu noptdomio abo 3BiTy MiCTATh BHUXiAHI yMOBHM, BWKOHaHi [ii,
TepeBipKy pe3yJibTaTy, BUCHOBKMA Ta MOCH/IaHHS. 3aBIaHHS BUKOHYIOTHCS B MerKax
yCTaHOBJIEHUX TOJWH; TIATOTOBKA [0 KOHTPO/JIO He [J0Ja€ThCs TIOHAZ, obcsr
KOMITIOHEeHTa.

3aouyHa Qopma: TIOmepeAHs IMiAITOTOBKA M  OMpaljfOBaHHsA MaTepiamniB
BiJOyBalOTbCSI CaMOCTIMHO; Ha 3aHATTSAX BUK/Ia/au TIOSCHIOE METO[l, AEeMOHCTPYE
K/IFOUOBi [1if, TepeBips€ BHUKOHAHHSA Ta HaJa€ 3BOPOTHUM 3B’S130K. [lifCyMKOBI
pe3yJ/ibTaTy 1 KpUTepil BiJ[NOBigat0Th JeHHil dhopmi.

KoHTpoJib i KpuTepii o1jiHIOBaHHS

CkiapoBa KinbKiCcTh | MaKCMMyM Pazom
TemaTuuHi IPOAYKTH 6 x 8 b6aniB 48
MoaynbHi nepeBipku M1 i M2 2 X 6 OartiB 12
[HaVBiAYyanbHUN NPUK/IAHUM TIPOEKT 1 x 25 GariB 25
[TpesacTaB/ieHHs i 3aXUCT 1 x 15 6aniB 15
3arasom 100
TemaTnuHuii mpoAyKT — 8 OasiB: BUKOHAaHHS BUMOT 2, KOPEKTHICTb 3,

repeBipka M aprymeHTauis 2, nokymeHTauis 1. KoxkHa Mofy/nbHa repeBipKa MiCTUTb
IIiCThb 3aB/aHb 110 1 Gany.

[MpuknagHuii MpoekT — 25 GaiiB: aHasi3 5, AKicTh pileHHs 8, mepeBipka 5,
refiaroriydHe 3acTOCYBaHHS 4, eTUYHICTb i AOKyMeHTyBaHHs 3. 3axuct — 15 0OariiB:
JeMOHCTpALlis, OOTpyHTyBaHHS, BiAMOBifi 1 ocobrcTHii BHECOK — 110 5 OartiB.

KoxxHul KpuTepiv: MOBHe KOpeKTHe BWKOHaHHd — 100 % makcumymy;
HeiCcTOTHI HeZoJliKu — 75 %; icToTHi iporamuau — 50 %; (pparmeHTapHU pe3y/ibTaT
— 25 %; BigcyTHii pe3ysibTaT — 0. [Ipomi>kHi 6anmu CympoBOKYIOThCS TTOSICHEHHSIM.

[Mkana: 90-100 — A; 80-89 — B; 70-79 — C; 60—69 — D; 50-59 — E; 35-49
— FX; 0-34 — F. 3anik: 50-100 — 3apaxoBano. Kpurepii ogHakoBi Ayt 060x popm
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HaBUaHHS; Tepe/l MOYaTKOM KOMIIOHEHTA OMNPWIKOJHIOIOTh 3aTBEPIKEHHUU MOPSA0K
OL[IHIOBAHHSI.

Opramni3anisi HABUaHHS Ta /pKepesia

HaBuaHHS MO€AHYE TIOSICHEHHS, aHa/i3 KeMciB, ITpakTU4Hi abo jabopaTopHi [ii
BIJITIOBIJHO [0 TUIaHy, TIPOEKTYBAHHS, KOHCYJIbTallil, B3a€EMHe peL|eH3yBaHHS Ta
pediiekcito.

CTpoku TofilaHHsi pobiT i KOHCy/bTalii BU3HAya€ KajeHJap KOMIIOHEeHTa.
[IponyieHe 3aBAaHHA BiAIPaLbOBYETbCS PiBHOL[IHHUM MPOAYKTOM. AJIbTePHAaTUBHI
dopmat ¥ OOIpyHTOBaHi ajamTaifii MarOTb JO3BOJSATH TI€PEBIpKYy THX CaMHUX
pe3ynbTaTiB. 3100yBau OTPUMYE TTOSICHEHHSI OI[iHKM Ta MOJKe 3BEPHYTHCS MO0 i
Trieper/isifly 3a JIOKaJIlbHUMHU IpoLieaypamMu Akazemii.

Po60TM BUKOHYIOTBCS CaMOCTiHO, 3 TIOCWJIaHHAMU Ha JpKepejia Ta
MiJTBEPI)KEHHSIM  0CcoOMCTOro BHecKy. BukopucrtanHs reHepaTuBHoro 11
JIeKJIapY€EThCS; pe3yJibTaTU TMepPeBIpAITHCA aBTOPOM. [l HaBUa/llbHUX I1epeBipOK
BUKOPHCTOBYIOTBLCS TTOTO/KEHI TeCTOBi 00’ €KTH ¥ Mo/le/TbHi JaHi.

PecypcHe 3a0e3meueHHA

Wireshark, migrorosneni HaBuanbHi PCAP-Habopu i i30/1b0BaHa Mepexka.

PekomeH/ioBaHi Jxepesa

1. Wireshark Foundation. Wireshark User’s Guide. OdiijitiHa AoKyMeHTaLlisl.
https://www.wireshark.org/docs/wsug_html_chunked/

2. NIST. Incident Response Recommendations and Considerations for
Cybersecurity Risk Management: A CSF 2.0 Community Profile. SP 800-61 Rev. 3,
2025. DOI: 10.6028/NIST.SP.800-61r3.
https://csrc.nist.gov/pubs/sp/800/61/r3/final

3. Deering S., Hinden R. Internet Protocol, Version 6 (IPv6) Specification. RFC
8200. 2017.
https://www.rfc-editor.org/rfc/rfc8200

4. NIST. The NIST Cybersecurity Framework (CSF) 2.0. NIST CSWP 29, 2024.
DOLI: 10.6028/NIST.CSWP.29.
https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

Hokymentn  OIIIl Ta  YMHHI  JIOKa/bHI  TIO/IOKeHH  AkazeMii:
https://www.socosvita.kiev.ua/documents. HaBuasnbHi Marepianu ¥ KOHCy/bTaLjii —
yepe3 Noro/keHn Kanasa Kypcy Moodle: https://moodle.socosvita.kiev.ua.
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